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Pilot Purpose:

Reduction in overall cyber risks due to increase level of
compliance with IA policies and network security
standards.

Pilot Mission:

Improve the Army’s Information Assurance (lA) and
Cyber security posture.

Concept of Operations:

Establish a scorecard which reports on an asset’s level of compliance to given
standards using the Dept. of States Portable Risk Score Manager (PRSM) and

leveraging System Center Configuration Manager (SCCM), CA Unicenter, and

Host Based Security System (HBSS) deployed technologies.
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SiteA Risk Scores
Al -eviation Comp_onent Name Description Raw Score Score
SCM Security Compliance From .43 for each failed Group Membership to .9 for each failed Application Log check check 7,180.9 37.6
SOE SOE Compliance 5 for each missing or incorrect version of an SOE component 0.0 0.0
AVR Anti-Virus & per day for each signature file older than 6 days 0.0 0.0
SCR Security Compliance Reporting After a host has no scans for 30 consecutive days, 5 + 1 per 15 additional days 0.0 0.0
vuL Vulnerability From . 1 for the lowest risk vulnerability to 10 for the highest risk vulnerability 0.0 0.0
COR Configuration Reporting 100 + 10 per day for each host not reporting completely to SMS 0.0 0.0
VUR Vulnerability Reporting After a host has no scans for 15 consecutive days, 5 + 1 per 7 additional days 0.0 0.0
LDC LDAP Computers 1 per day for each day the AD computer password age exceeds 35 days 0.0 0.0
PAT Patch From 3 for each missing "Low™ patch to 10 for each missing "Critical” patch 0.0 0.0
Totals: 7,190.9 37.6
A4/bh 11 -ij.l Pagelj
PRSM created by the iPost team at the Department of State
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Abbreviation Component Name Description Raw Score Score
ScM Security Compliance From .43 for each to .9 for each failed check. 7,190.9 37.6 S I P R
SOE 'SOE Compliance 5 for incorrect version of an 0.0 0.0
AR Anti-Virus 6 per day for each signature file older than 6 days 0.0 0.0 .
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VUR Vulnerabilty Reporting After a host has no scans for 15 consecutive days, 5 + 1 per 7 additional days 0.0 0.0 a n I n n t e r p r I S e .
DC LDAP Computers 1per day for each day the AD computer password age exceeds 35 days 0.0 0.0
PAT Patch From 3 for each missing "Low” patch to 10 for each missing "Critical” patch 0.0 0.0 H O St S . T B D
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Next Steps:

1. Publish Lessons Learned from Pilot 1QFY11
2. Publish CM Policy/Guidance 2QFY11

3. Publish CM Requirements 2QFY11

4. Publish CM Implementation Plan 3QFY11

5. Execute CM Implementation Plan 4QFY11
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Pilot Updates on CIO/G-6 SharePoint:
https://intranet.hqda.ds.army.mil/ciog6/cyber/projmgmt

Pilot Updates on Intelink:
https://www.intelink.gov/sites/gig-ia/ECMC/armycdpilot/default.aspx

For More Information on the Cyber Dashboard Contact:
COL Mike Jones, michael.jones6é@us.army.mil , 703.839.3648




